BLOCKMASTER/\ Release Notes

Version 4.9.4
New Features

* Devices with software later than 4.2 are now automatically changed to in use from
lost when they are unlocked.

Version 4.9.3
New features

* Allow disabling email confirmation when users register devices.
+ Added GUI for configuring internal SMTP settings to installer.

Improvements

 Streamlined internal SMTP settings to allow full customisation.

Version 4.9.2
Fixes

+ Corrected links on deployment page and in manual.
* Corrected Automatic Connect Tool zip fil to work in built-in zip file viewer on Win-
dows.

New Features

+ Itis now possible to continuously export audit logs to external locations.

Version 4.9.1
Fixes

 Corrected handling of Active Directory authentication.
+ Corrected handling of Active Directory synchronisation.
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Version 4.9
New Features

* Make it possible to prevent users from joining external ShieldShare shares.
+ Change installation system to improve upgrades.

Improvements

+ Upgraded database implementation for improved performance.

¢ Included CardWave SafeToGo provisioning tool.

+ Sending files using Publisher to users without access to the actual file server has
been improved.

Fixes

* Only attempt to restore the backups a user has access to when several users have
used the same device.

* Allow a user to create backups for a device that has previously been assigned to
somebody else.

+ Corrected error codes in the administrator GUI.

* The deployment tools can safely be downloaded using Internet Explorer.

Version 4.8
New Features
+ Verify the ShieldShare URL when it is changed on the Server and ShieldShare config-

uration page.
* Warn users when the server license has expired.

Improvements

+ Upgraded database drivers for improved performance.
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Fixes

+ Corrected access permissions for manager role.

Version 4.7.4
Fixes

* Includes a security patch for the built-in Tomcat web server.
+ Updated Sophos SafeConsoleReady Antivirus package.

Version 4.7.3
Fixes

+ Backup can now be created after device has changed owner if device software is 4.8
or greater.

*+ Restore will not attempt to restore multiple backups from a device which has had
multiple owners.

Version 4.7.2
Improvements

* Allow registration of devices upgraded from 4.2 to 4.7 without reassigning them.

Version 4.7.1
Improvements

* Tomcat upgraded to 6.0.37.
+ Cardwave SafeToGo preprovisioning tool bundled.
+ Corrected mapping from hardware ID to product name.
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Version 4.7.0
New Features

+ Backup devices over the Internet using the ShieldShare engine. Backup will now also
be available for Mac OSX clients.
« Information about users and devices can be collected in a searchable manner.

 Full HTML manual available during setup and from within the administrator inter-
face.

Improvements

+ Warn logged in administrators when prohibiting reset for users to avoid bricked de-
vices when uninstalling server.

+ Dangerous configurations for Server Connection are now hidden to avoid accidental
misconfiguration.

+ ShieldShare exclusion rules can be applied to filter out file types that should not be
shared when using ShieldShare.

Version 4.6.8
Fixes

+ IPfilter is now read from SafeConsole.ini during configuration and will not be cleared
when rerunning the installer.

Version 4.6.7
New Features

+ Denied access is a new state in the Device State Management. Devices will automat-
ically return to normal state if they are brought back to the Trusted Zone.
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Improvements

+ Setting an empty IP address filter in the Configurator will allow all IPv4 and IPv6
addresses.

+ Installation is more robust.

* New improved deployment page.

+ Users are prompted before overwriting certificate.

* Manuals and the deployment page are shown only during setup, not when rerunning
the Configurator.

Fixes

+ The Trusted Zone filter is now read from SafeConsole.ini during configuration.

» The SafeConsole deployment tool handles servers with “safeconsole” in the name
correctly.

* Device State Management will no longer disable devices when reassigned.

* The Mac OSX deployment tool package now works.

Version 4.6.0
New Features

+ ShieldShare invitations to external parties has been added.

Fixes

+ Device users are updated when moved in active directory.

* The number of used ShieldShare slots is counted correctly.

* The certificate password field in the configurator is now a password field.

* The Configurator will fall back on Internet Explorer when opening manuals and the
login page if the default browser fails.

+ The Configurator will now find all ActiveDirectory groups.

* The truststore password will no longer be overwritten when generating a new certifi-
cate or reinstalling.
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